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1
Decision/action requested

This contribution proposes a resolution for an editor’s note
2
References

[1]
TR 33.836 v0.4.0 
3
Rationale

At the last meeting, an editor’s note on privacy was added to the evaluation of solution #8 in TR 33.836 [1]. This contribution proposes a resolution of that editor’s note. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

6.8.3
Evaluation

The use of a generic container for carrying the key establishment traffic has the advantage that it allows new key establishment methods to be introduced without 3GPP involvement. This means that a standards organisation other than 3GPP can define a new method of creating the PC5 layer keys without requiring standardisation in 3GPP specification. This is particularly relevant for V2X as this is an industry that has spent much time working on security solution that need to satisfy quite rigorous privacy regulation(s) which are often region specific. Also use of these different authentication methods and their corresponding application specific credentials will be needed as it is not clear that there will be one global solution that can meet all V2X deployment needs.

At the same time, this proposal does not prevent 3GPP from developing a solution, if a need arises at a later date. This could be done by, simply specifying the information elements needed for the authentication method and how they are included in the generic container for each message between the UEs. Hence this approach provides the flexibility to use authentication methods that can be standardised both inside and outside of 3GPP without requiring a change to PC5 layer implementations and the Information Elements carried on the PC5 interface. 
The privacy mechanisms given in clauses 5.6.1.1 and 6.3.3.2 of TS 23.287 [4] provide privacy protection of the UEs involved in the unicast session from other UEs and/or attackers tracking them based on the PC5 parameters sent as part of the PC5 transmissions. In order to get privacy protection from the other participant in the unicast session, it is necessary to drop the unicast connection and re-initialise it with a different long term credential. This provides further justification for allowing the unicast session to be based on higher layer keys as it prevents the need to co-ordinate the change of higher layer credentials with PC5 layer credentials in order to preserve the privacy requested by the application. 

**** END OF CHANGES ****

